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ITPABHJIA
no G6e3onacHoii pabore corpyaaukoB MBOY Illkosna Ne 74 r.o. Camapa npu
HCI0Jb30BaHuH ceTH NHTEepHeT, ocymecTBIeHHH HHPOPMALHOHHOTO
B3aHMO/IeHiCTBHS C CEPBHCAMH rocyJapcTBeHHbIX HHGOPMAHOHHBIX CHCTEM

1. O6mue nonoxxeHus

1.1. Hactosmuii [TpaBuia no 6e3omacHoii pabore cotpynaukoB MBOY Illxona Ne
74 r.0. Camapa npu UCIONB30BaHUM CeTH VIHTEpHeT, OCyIIeCTBIEHUH UH(POPMAIIOHHOTO
B3aUMOJEMCTBUS C CEpPBHCAMH TIOCYHApCTBEHHBIX HH(QOPMAIMOHHBIX  CHCTEM
pa3paboTaHbl B cOOTBETCTBUU co CBoAoM mpaBuil o OGe3omacHoi paboTe COTPYAHHKOB
OpraHOB HCIOJHUTENBbHOH BiacTH CamMapckoit o06m1acTH, TOCyJapCTBEHHBIX OpPraHOB
Camapckoif 061acTH, OpraHOB MECTHOTO CaMOYTIPaBIICHHUSI MyHUIUIIAIBHEIX 00pa3oBaHUH
B Camapckoit 005acTi U MOABEIOMCTBEHHBIX UM OpraHU3alliil PU UCIIONB30BaHUH CETH
WHTepHET, OCYyIIECTBICHUM WH(DOPMAIIMOHHOIO B3aUMOJEHCTBHS C CEpBHCaMH
rOCyIapCTBEHHBIX  HMH()OPMAIMOHHBIX CHCTEM COIJIacHO PEKOMEHIAIMSIMHA
Koopaunanuonuoro Coera 110 3amure HHGOpPMaIUK IIpH TOJTHOMOYHOM IIpEACTaBUTEIE
IIpesugenta Poccuiickoii Demeparuu B IIpuBOMMKCKOM (enepalbHOM OKpyre OT
27.04.2016.

1.2. ITpaBuna ocHoBaHBI Ha TpeboBanmsx PenepanbHoro 3akoHa ot 27.07.2006
Ne 149-®3 «O6 wuHbopMaiuy, WHGOPMALMOHHBIX TEXHOJIOTHAX M O 3alluTe
UHOpMAII», HOPMAaTHBHEIX IIPABOBBIX akTax Pocculickoit @enepanyu, peryaIupyrOIIuX
OTHOILIEHHUS B 00J1aCTH 3aIIUTH HH()OPMAaIUK.

1.3. Hemsamu [TpaBut sBnstoTCs:

- peryaupoBanie paboThl I0JB30BaTeNedl IPU HCIIONB30BAHMH CeTH VHTEepHET H
OCYIIECTBIICHHH HH()OPMAIIMOHHOTO B3aUMOJEHCTBUS C CEPBHCAMH TOCYIapCTBEHHBIX
HHGOPMAITHOHHEIX CUCTEM;

- obecIeueHre IIeIOCTHOCTH, KOH(PHUISHIIUATBHOCTH U JOCTYIIHOCTH XPaHAIIECHCS U
nepenaBaeMoil MH(OpMAIMK, HaXOJINelcss Ha aBTOMATU3MPOBAHHBIX paboymx MecTax
(manee — APM) nitH JTOKaJIbHOM BEIYKCIUTENbHOU ceTH (nanee — JIBC);

- cobmoZieHre TpeOOBaHM, IPEAyCMOTPEHHBIX 3aKOHOAATENhCTBOM Poccuiickoi
®eiepanuy ¥ HOPMATUBHEIMY IPABOBBIME aKTaMH B 001aCTH 3aIUTE HHGOPMAIIUH.

1.4. ITpu pabore B cetu VHTEepHET U MH(YOPMAIMOHHBIX CHCTEMax II0JBb30BaTeIH
PYKOBOJICTBYIOTCS  3aKOHOZATeNbCTBOM Poccuiickoi @enmepauny, HOPMATHBHBIMU
IIPaBOBEIMH aKTAaMH, HHBIMH JOKYMEHTaMH B 001acTH MH(GOPMAIMOHHBIX TEXHOJOTHH H
6e3omacHoCTH HHGOpPMaLUY, a Takke [ IpaBunamu.

2. O6mue npaBuia moyb3oBanus Ha APM
2.1. TTonp30BaTeNs OTBEYAET 3a IPABWILHOCTH BKIIOUeHHS (BeIKModeHHs) APM,
BXOJI B CHCTEMY U BCe JIeHCTBHA IPpHU paboTe Ha HEM.



2.2. APM pa3pemaeTcs HCIIOJIB30BATh HCKIFOUYUTENBEHO B CITyKeOHBIX LENISX.

2.3. Ilonp3oBaTens 00s3aH UCKITFOUUTH BO3MOXHOCTh HEOCTOPOKHOTO IPHIMHEHNS
BpeJla TEXHUYECKUM U HHPOPMAIIMOHHBIM pecypcam.

2.4. CucreMaTu4eckd  OCYIIECTBISTH  PE3E€PBHOE  KONMPOBAaHHE  Ba)XKHOU
uHpopmanun, Xxpausmeiics Ha APM mons3oBaTers.

2.5. CucremMaTudecky IpoBepATh OOHOBIICHUE aHTHBHPYCHOU 0a3bl (Kak IMpaBHIIO, B
HaCTpoMKax aHTHBUpPYCa, YCTAHOBJICHO X aBTOMATHIEeCKOe OOHOBIICHHE).

2.6. Bo Bpems paboThl 3KpaH MOHHUTOpPa KOMIIBIOTEPA pacrojiaraTb B MOMEIIEHHH
TakuM  o0pa3oM, YTOOBI  MCKIIOYUTH  BO3MOXXHOCTh  HECAHKIMOHHPOBAHHOTO
O3HaKOMJIEHHs ¢ 0TOOpakaeMoi Ha HeM MH(OpMaluedl IOCTOPOHHAMHU JIUIAMHU, IITOPEI
Ha OKOHHBIX IIpoeMax JOJDKHEI OBITH 3aBeIIaHbl (JKaII03U 3aKpBITHI).

2.7.1lpu BpeMeHHOM OTCYTCTBHM IIO/Ib30BaTeNns Ha pabodeM MecTe 3KpaH
MOHHUTOpA J0JDKEH OBITh OTYIIeH WM UCIIONh30BaHa SKpaHHas 3acTaBKa.

2.8. Cobmomats TpeboBanus nmapoasHoi monutuku (Pazmen 8 Coxa mpaBmi).

2.9. 060 Bcex BBIIBICHHBIX HApyIICHWSX, CBA3aHHBIX C MH()OPMAIMOHHON
0e30mMacHOCTEIO, a TaK JXe IS MTOJydeHUH KOHCYJIFTAIlUi 110 BOIIpocaM HHGOpMalliOHHON
6e3omacHOCTH, HEOOX0MUMO oOpamarbes K aAMUHUCTpaTOpaM UH()OPMAIMOHHON ceTd U
(wnm) crienuanucTaM Mo “HOOPMAITHOHHOM 0€30I1acCHOCTH

2.10. Mcnione30BaTh 3JIEKTPOHHYH nonmuch (mamee — OII) B cOOTBETCTBUHM C
PykoBozacTtBoM (mpaBmwiaM) mo obecmeueHmio wucronb3oBaHus OI1 um cpexcrs Ol
BEIZIAHHBIM YJIOCTOBEPSIOIIUAM LIEHTPOM.

IMonb30oBaTe M 3aNpeliaeTcs:

2.11. OtkpeiBate Ha APM ¢aiinsl U 3amyckaTh IPOrpaMMBl, IIOJIY4YEHHBIE H3
HEIIPOBEPEHHBIX UCTOYHUKOB.

2.12. TlepenaBath CBOM HWAEHTH()UKALMOHHBIE [aHHBIE (LIAPONH, JIOTHHEI),
aTpuOyTHI JOCTyIa K pecypcaM HH()OPMAI[HOHHOM CHCTEMEI IIOCTOPOHHUM JIUIAM.

2.13. Orxirouars (GJI0KMPOBATh) CPEACTBA 3aIUTH MH(DOPMAIIHH.

2.14. TIpuBiekats MOCTOPOHHMX JIHI[ [UIS IPOU3BOZACTBA PEMOHTA WIIM HACTPOMKH
APM.

2.15. Pasriamars 06pabaTbiBaeMy0 HHGOPMALIUIO TPETHUM JIHIIAM.

2.16. KonmpoBaTe CcioyxebHyr0 HHGOpPMAI[MI0O Ha BHEIIHHE HOCUTENH 0e3
pa3pelieHus pyKoBOICTBA.

2.17. CaMOCTOATENBHO YCTAHABIMBATH, THPAKUPOBATh, WIA MOOU(DHUIUPOBATH
nporpaMMHoOe ofeclieuyeHHe H almapaTHoe OOeclieueHHe, H3MEHATh YCTaHOBICHHBIH
aIropuT™M QYHKIIHMOHUPOBAHUS TEXHUIECKUX U IPOrPaMMHEIX CPEIICTB.

2.18. HecaHKIMOHMPOBAHHO OTKPHIBATH OOIIMI HOCTYI K nankaM Ha APM.

2.19. Ocymectiats moaxiarouenne Kk APM u JIBC mOCTOpOHHHX M JIMYHBIX
yCTpO#CTB (HampuMmep: cMapThOHBI, Tee(QOHBI, CIUTHIBATENN HHPOPMALIUH, U3y YalolIue
ycrpoiicta (Wi-Fi, Bluetooth, paguomozneMsr) U T.1I.).



3. lIpaBuia noab3oBaHus B cetd UHTEpHET

3.1. Pecypchl cetu MHTepHET NpeNOCTaBISIFOTCS IMOIB30BATENSAM IS IIOTYyYEeHUS
HHGOPMaLUH HeOOXOJMMOM IS BEITOJHEHHS CITy)KEOHBIX 00S3aHHOCTEM.

3.2. Ilonp3oBaTens 00s3aH He HpENIPHHAMATH IMOMBITOK HECAHKI[HOHHPOBAHHOTO
J0CTyma K MHGOPMallHOHHEIM pecypcaM, TOCTYI K KOTOPEIM €My OrpaHHYEH.

3.3. Ilonp30BaTeNs MOXKET IIOCEUIATh TONEKO T PECYPCHI, COAEPIKaHke KOTOPBIX HE
IIPOTHBOPEYHUT 3aKOHOJAaTeNbCTBY Poccuiickoii ®@eneparuu, a 1e/b ITOCEIICHHU JODKHA
OBITh CBsI3aHA C €ro CIy)XeOHOM AeSTeTbHOCTRIO.

3.4. BEumatensHO HabupaTh MMeHa CalTOB, OCOOEHHO Ha KOTOPBIX IPOBOMASTCS
(GuHaHCOBEIE oneparyu. [loanenpHbIe CaliThl MOTYT UMETh OTIMYHE HaXKe OJHOro 3HaKa
MM TOT JX€ BHJ, YTO U OpHTHHaIbHBIE. Takue calThl MOTYT COJEp)KaTh HEBUIANMEIE
obyiacTy, HaXkaTHe Ha KOTOphIe MOXXET IPHBECTH K 3apaxeHnto APM BpemOHOCHBIMU
IIporpaMMaMH MM IIepeHalpaBlieHHe Ha 3apaXeHHBIe caWThl. bomee Oe3omacHO He
HaOupaTh BpY4YHYI0 HaWMEHOBAaHME caiiTa, a IIOJB30BATHCA 3apaHee CleJaHHBIMU
3aKJIaIKaMH.

3.5. B Hacrosee BpeMsi KMOEPIPECTyITHUKY CO3[AI0T IOANENbHBIE CAUTHI SKOOBI
Juis ornatkl mwrpados MBIl wim obopMieHUs 3asBKU Ha KPEAWT U OPYrux ueneit. Ha
He IPOBEPEHHEIX CaiTax BBOA KOHPHUICHIIMAIBHBIX JaHHBEIX HE pEKOMEHIyeTCs!

3.6. Kareropudecku 3ampellieHO MCIIONB30BaHUE ISl CIy)KeOHOU JesTelnbHOCTH
UHOCTpaHHBIX VIHTepHET-CEpBUCOB CHCTEM OOMeHa COOOIIEHUSIMH, TIOJOCOBOM U
Buneonrdopmarnueit (ICQ, QIP, Jabber, Viber, Whatsap, Skype, Trello u T.11.), 06magssIx
cepBucoB xpanenus uapopmanuu (iCloud, Google Drive, Dropbox u T.x1.).

3.7. Ilonp30BaTesiM 3aIlpeliaeTcs:

- HCTIOJIB30BATh AOCTYII K ceTH VIHTepHeT B TUYHBIX LEJIX;

- IOCeNIaTh JOCYTrOBO-pa3BlIeKaTeIbHbIE CalThI;

- HCIIOJIB30BaTh HOCTYIH K ceTH VIHTepHeT IJis paclipOCTPaHEHUS U TUPAKUPOBAHUS
uHbOpMaIMK, KOTOpasi HalpaBlieHa Ha IIpoIlaraHy BONHBI, pa3)KUraHUE HAlMOHAIBHOM,
pacoBOM WM DPEIMIHO3HONM HEHaBUCTH W BpPaXIbl, a TakxKe HHONH HMHGpOpMaluH, 3a
pacIpoCTpaHEeHHE KOTOpPOW TIPeoyCMOTpPEHa YrOoJOBHas MM aJMUHUCTPaTHBHASA
OTBETCTBEHHOCTb.

4. ITpaBuia paGoThl ¢ 3JIeKTPOHHOH OYTOH
4.1. Kareropuyecks 3ampelieHO HCIOJb30BAHHE HHOCTPAHHBIX MNOYTOBBIX
cepBHCOB 3jieKTpoHHo# mouTkl (Gmail, Yahoo u T.1.) 1 ciry»xe0HO# nesTeTbHOCTH.
42.TIpn TONYyYEeHWH DSIEKTPOHHOTO IIMCEMa C BIOXKEHHEM HEoOXOIuMO
BHMMATENILHO IIOCMOTPETH alpec OTIpPaBUTENsL. B ciydae, eciid 3TOT aipec HEM3BECTEH,
WIA OTJIIMYAETCS OT PEalbHOro XOTS OBl OJHUM 3HAaKOM, OTKPHITHE BIIOXKEHHH TaKHX
IIICEM He 0€30I1acHO, ITOCKOJIEKY MOTYT COZepKaTh BPeIOHOCHBIE IPOrPaMMBEIL.



4.3.B mocnenHee BpeMs 3adUKCHpOBaHA pAcCBUIKA Ha OJIIEKTPOHHBIE ajpeca
IIONIb30BaTeNel, a Takke Ha O(UIIHANEHBIE IOYTOBBIC SIIUKUA OPraHOB HUCIIOTHHUTEIHHOM
Bractd Camapckodi 001acTH M OpPraHOB MECTHOTO CaMOYIIpaBlIE€HMWS MyHUIUIIAIbHBIX
obpazoBaruii B Camapckoii 0071acTH, BO BIOXKEHHUH K KOTOPBIM COIEPIKATCS BPELOHOCHEIE
daiinel TMna «AKTEI cBepku.zip», «Kommepueckoe mpemioxenue.zipy, «CyzmebHoe
IIPOM3BOJCTBO.ZIp», C Pa3IMYHBIMU I'padUUeCKUMH H300paXeHUAMH. Takue BIOXEHHS,
KaKk IIpaBWioO, cojepxar Bupycel-mmdposansimuku (Trojan.Encoder), xotopsie
HMHUTHDPYIOT 3aBHCaHHE OIepalioHHON cucreMbl Windows KoMmmbloTepa W HIHQPYIOT
JIOKYMEHTHI I0JIb30BaTeNeit ¢ pacmmpenusamu *.doc, * xls, *.pdf, *.txt, *.jpg, *.tif, *.rar,
*.Zip ¥ ApyTrUMH, HEKOTOpEIE NTEpeAaroT (BOPYIOT) HH(GOPMALMIO Ha CTOPOHHUE CEpPBEpa.

Bupychl-mugpoBaabIIHKH He ONPeEIeJsI0TCS AaHTHBHPYCHBIMH IIPOrpaMMaMH
B MOMEHT 3apa:keHus APM.

4.4. TTpu moxy4eHWH IMHCbMa OT HEM3BECTHOTO ajipecaTa, HeOOXOIUMO CBSI3aThCS C
UCIOJHHUTEIEM M YTOYHUTH IIPOMCXOXAeHUEe ¢aiinoB. B ciydyae HEBO3MOXXHOCTH
YCTaHOBUTHh IPOMCXOXJEHHE IHChMa, HEOOXOIUMMO €ro yAaluTh, HE COXpaHss U He
3aITycKas IPUIOKEHHBIE (Qaiibl.

4.5. 3anpemaeTcs nepefaBaTh MHPOPMAIMIO OTPAaHUYEHHOTO JOCTYyIa 4Yepe3 CeTh
HHTepHeT (B TOM YHCIIE TTOCPEICTBOM 3JIEKTPOHHOW IOYTHI) 0€3 MCIIONB30BaHUs CPE/ICTB
3aIUTHl HHPOPMALIHH.

4.6. 3ampemiaeTcss OCYIIECTBISATh MacCOBBIE PAacCBUIKH JJIEKTPOHHOM ITOYTHI
HecyxebHoro xapakrepa (CIIAMa).

4.7. HeobxonuMo CBOEBPEMEHHO OYHUIIATh CBOM IIOYTOBBIH AIIHUK.

5. IlpaBuJ1a NOJB30BAHHUS IrOCYAaPCTBEHHBIMH H MYHHIHIIAJIbHBIMH
nHGOpPMaNMOHHBIMH CHCTEMaMH

5.1. APM, ucnons3yeMsie A1 paboThl C TOCYJapCTBEHHBIMH U MyHHUIAIIAILHBEIMI
uHbopmaruonHeIME cucTeMamMu (naee — ['IC uw MUC) momxHBI COOTBETCTBOBATH
TpeOGOBaHUAM, H3JIOKEHHBIM B JOKyMeHTarmu coorBeTcTByronmx I IC u MIC.

5.2. Ilepen Hagamom pabotsl B [YIC u MHUC nonps3oBaTeny JOKHEI 03HAKOMHTECS
¢ mpaBwiamu paborel B cootBeTcTBytommx I[MIC umw MUC (mHCTpYKIMAME
IIOJTB30BATEIISIM).

6. IlpaBujia aHTHBHPYCHOH 3al{HThbI
6.1. lns obecriedeHUs aHTUBHUPYCHOM 3alUTHl JOJDKHO  HCIIOJIB30BaTHCSA
cepTUGHUIUPOBAHHOE JIMIEH3NOHHOE aHTHBUPYCHOE IIPOrpaMMHOe oOecIieYeHue.
6.2. SIpiBIK aHTHBUPYCHOM IpOrpaMMEI, KaK IIPaBHJIO, HaxXOAMTCI B 00JacTu
YBEIOMJIEHUS WM Ha BKJIAJKe «OTOOpaXkaTh CKPBITHIE 3HAYKWY (HIDKHUHM IPaBBId yroll
JKpaHa).



6.3. [Tons30Barend npu paboTe ¢ BHEMIHHMH HOCHTENSIMH WH(OpMAIUU 00S3aHEI
mepex HagaJoM paboTel OCYIIECTBHTh WX IIPOBEPKY Ha IIpeAMET OTCYTCTBHA
KOMITBIOTEPHEIX BUPYCOB.

6.4. OOHOBIIEHUE AaHTUBHPYCHOM IPOrpaMMBbI, KaK IPaBUIIO, IIPOU3BOJMUTCS
aBTOMATHYECKH, B IPOTUBHOM ClTyuae HeoOxoauMo obpatuthes k agmuuuctparopy JIBC.

6.5. [lepuomuieckoe TeCTUPOBaHHE BCErO0 YCTAHOBICHHOIO IIPOrpaMMHOIO
ofecriedeHrss Ha IpeAMET KOMIIBIOTEPHBIX BHPYCOB IIPOM3BOJUTCS aBTOMATUYECKH.
Ilonayro mpoBepky APM HeoOXOZMMO TPOBOAWTH IPHU YCTAaHOBKE AaHTUBHPYCHOH
IIPOrpaMMEI, B CIIydasx [TO03pEeHUs 3apaxKeHneM, nepuoaudecku 1 —2 pasa B rog.

6.6. B cmy4ae oOHapy)XeHHs MMOJO3PUTEIBHBIX IIPOrpaMM cpabaTbIiBaeT aHTUBUPYC
U HeoOXOOUMO TIPEeKpPaTHTh Kakue-mubo neiictBus Ha APM u oOpatutees K
agMuHuctparopy JIBC.

6.7. B ciygae oOHapyXeHHUs BUpyca, HE IOJIAIONIET0Cs JIEICHUIO, aJMUHHUCTPATOD
JIBC, oTBeTCTBEHHEI 32 obecredenue 6e30MacHOCTH HHPOPMAIIUH, IPHHUMAET MEPEI TI0
BOCCTaHOBIICHHIO PabOTEI CUCTEMBEL.

6.8. BupycrIl-mmdpoBalbIIUKY He ONPEAEIAIOTCS aHTUBAPYCHBIMH IIpOrpaMMaMi B
MOMEHT 3apaxkeHus APM.

6.9. B Tex cimydasx, korjga 3apaxeHue BupycoM APM Bce-Taku IIPOH3OIILIO,
Heo0X0IuMO:

- HEMEJJIEHHO OTKJIOYHTH KOMIIBIOTEp MAJIi OCTAaHOBKU JEHCTBHM BpEIOHOCHOM
MPOrpaMMBI M HE BKJIIOYATh KOMIBIOTEP C 3alIM(ppOBaHHBIMH AAHHBIMH, T.K. BO BpeMsd
BKJIFOYEHHH U Tepe3arpy30K MPOUCXOIIT U3MEHEHNUs (aiiioBOM CHCTEMBI KOMIIBIOTEDPA,

- He TIBITaThCS CaMOCTOSATENFHO M3MEHSTH PaCLIMpeHMs 3apaXeHHbIX (aiiios, a
TaKXkKe yJaIATh JIo6bIe Gaiiiibl ¢ pabouero KOMIIBIOTepa U 3JIeKTPOHHEIE COOOLICHNS;

- 00paTUThCS K JOIDKHOCTHOMY JIMILy, OTBEYAIOLIEMY 33 YCTaHOBKY aHTHBHPYCHBIX
mporpaMyM, ofecriedeHHe 0e30macHOCTH HHGOpPMalM¥ B CBOEM  CTPYKTYPHOM
NIOApa3ICIICHUH;

- 00paTUTECS K TEXHHYECKUM CIIEIIMAINCTaM 110 MHGOPMAIMOHHEIM TEXHOIOTHIM,
o6cIry XxuBaroIIuM Bariry BEIMHCIUTEIbHYIO TEXHUKY;

- o6patuThcs B CIOyk0y TeXHHYECKOH IIOIIEP)KKH YCTaHOBJIEHHOM y Bac
AQHTHBHUPYCHOM MPOrpaMMBI U COBMECTHO C HUMH IIOMBITAThCS BOCCTAHOBUTE YTPa4eHHYIO
uHGOpPMALIHIO.

[To wuHGOpManWM IPOU3BOAUTENIEH AHTHBHPYCHBIX IIPOrPaMM BO3MOXXHOCTH
BOCCTAaHOBJIEHUS MH(QOpMAalli¥ — MHUHHMAIBHA, T.K. KaXI0€ BPEJOHOCHOE COOOIIEHHE
COIEPIKUT UHAUBUIYTGHBIN (ain-mudpoBaIbIlyK.

HanoMuzaeM 0 HeOOXOAMMOCTH IIPOBENEHUS PETyJIIpHOX MPOLELYPEl PE3EPBHOTO
KOIIMPOBaHMS Bcell BaxHOW paGouelt mHpopmaruu APM, T.K. 3TO MO3BOJUT OBICTPO
BOCCTAaHOBHTH Balllil JaHHEIE B ClIydae WX MOBPEXKICHU (3apakeHus)!



7. IlapoJbHasi NOJUTHKA

7.1. Unentudukanus u IpoBepKa IMOMJIMHHOCTY IIOJB30BaTels Mpu Bxoje B APM,
MH(OPMaIMOHHYIO CHUCTEMY MOXET OCYIIECTBIIATHCS IIO TApONI0 YCIOBHO-TIOCTOSIHHOIO
NeHCTBUSA, C HCIONb30BaHMEM ammapaTHeIX cpeactB (TouchMemory u  mp.), ¢
ucrnons3oBanueM Ol L

7.2.1lonHas mnaHOBas CMEHA IIapojiell IIONB30BaTelNel MJOJDKHA IIPOBOJUTHC
peryisipHO (He pexe 1 pasza B 3 MecsIa).

7.3. BHeruiaHOBass CMEHa JIMYHOTO HIapoiii WM YZAAleHHe Y4YETHOM 3alliCH
IIOJIF30BATENl B Cllydae IIpeKpalleHus ero IIoJHOMOoYHui (yBONBHEHHME, IIepexof, Ha
Ipyryro paboTy ¥ T.I.) [HOJDKHA IIPOU3BOJUTBECS HEMEMJICHHO IIOCIE OKOHYaHHS
IIOCJIeTHETO ceanca paboThl JaHHOTO IOJIE30BATENS C CHCTEMOM.

7.4. B ciydae xoMmpomeraruu (yTparThbl, pasrialleHus, Kpakyd, B3JloMa) JIUIHOIO
IapoJIst IIOJIE30BATENh JOJDKEH HEMEIEHHO MPEAIPUHATE MEPHI II0 CMEHE IapoJid.

7.5. XpaHeHue IOJIb30BaTENeM 3HAYEHWM CBOMX M[apoJiel Ha MaTepHalbHOM
HOCHTeJIE JIOIIyCKaeTCs TOJIBKO B IMYHOM, 3allipaeMoM siuke (cerde).

7.6. Ilpu BBOJE mapoiis MOIB30BATENI0 HEOOX0IUMO UCKIIOYUTh IIPOU3HECEHHE €TI0
BCIIyX, BO3MOXHOCTh €ro IIOJACMATPUBAHHUSA MOCTOPOHHHMMH JIMLAMHA M TEXHUYECKHMH
cpeacTBamu (CTAalIOHAPHBIMU U BCTPOSHHBIMU B MOOUIIBHEIE Tele(OHB! BHACOKaMepaMy
U T. IL.).

7.7. IlpaBuna GpopMUpOBaHUS APOJIS:

7.7.1. I1apoib HOIDKEH COCTOATH HE MEHEE YEM U3 BOCBMH CHMBOJIOB.

7.7.2. B mapoje IO/DKHBI MPHCYTCTBOBATH CHMBOIBI TPEX KaTeropud H3 YHCIa
CJIEIyIOIINX YEThIPEX:

- MPOIKCHBIE OYKBBI aHTIIMHACKOTO andaBuTa oT A 10 Z;

- CTpOYHBIE OYKBBI aHTJIMHCKOTO ajihaBUTA OT a JI0 Z;

- udps! (ot 0 10 9);

- CHMBOJIBI, He TIpHHaIexamue anpaBuTHO-IrbpoBoMy Habopy (Hampumep: !,$,#,
%).

7.7.3.1lapoie He MOXET COAEp)KaTh WMs ydeTHOH 3amucu Ilomp3oBarens MM
KaKyro-Tu00 ero 4acTh.

7.7.4.Tlapons He HOIDKEH BKIIOYATh B ceOs JIETKO BBEIYUCISEMBIE COYETaHHS
CHMBOJIOB, IIpOCTEIe mapoiu Tuma «123», «111», «qwerty» U UM HOJOOHEBIE, & TaK Xe
®UO u jmaTel pOXKISHHS CBOU U CBOMX POJCTBEHHMKOB, KIMYKH JOMAIIHUX >XHUBOTHBIX,
HOMepa aBToOMOOMIIeH, TeneOHOB ¥ ApyrHe Mapoid, KOTOPEE MOTYT OBITh MOX0OpaHEL,
OCHOBBIBasICh Ha HH(GOPMALIUHU O IIOJIb30BaTele.

7.7.5. He ucronp30BaTh B Ka4eCTBE HApOJsl OOWH W TOT XK€ ITOBTOPSFOIIHUACS
CHMBOJII JIHOO TOBTOPSIOUIYEOCS KOMOMHAIIMIO M3 HECKONBKUX CHMBOJIOB (HAaIpHUMED,
«aaaaaaaay).



7.7.6. He ucmons30BaTh B KA4€CTBE apOJisi KOMOUHAIIMIO CUMBOJIOB, HabUpaeMbIX B
3aKOHOMEPHOM IOpsIKe Ha KiIaBuarype (Hampumep, 1234567 u T.11.).

7.7.7. He ucrnions3oBath paHee UCIOJI30BAHHBIE IapOIH.

7.7.8. Ilpu cMeHe mapoisi HOBOE 3HAYEHHUE OJDKHO OTIMYATECS OT IPEABIAYIIETO
He MeHee 4eM B 4 MO3UIHIX.

7.7.9. Bo BpeMs BBOZIa ITapoJisi HEOOX0UMO yOeIUThCs, 9TO KIIaBHaTypa HaXOAUTCS
BHE IIOJII 3pEHUS IIOCTOPOHHUX JIMIl, a TaKXKEe TEXHUYECKHMX CpEICTB (BUIECOKaMep,
¢doToamnmaparos).

7.7.10. He ucnop30BaTh OAMH HApOJIb B Pa3HBIX HHPOPMALIMOHHEIX pecypcax.

8. OrBercTBenHocTh Ilonb30BaTens

ITonp30BaTeny HECYT MEPCOHATBHYIO OTBETCTBEHHOCTh 32 CBOU JCHCTBHS B IIEPHOL
OCYIIEeCTBIIEHHs HHGOPMAIIHOHHOTO B3aUMOICHCTBUS ¢ UCIIONB30BaHneM APM;

3a HapylleHHe HacTOSIMX [IpaBwmi, MOBIEKIIEe HENPaBOMEPHOE YHHYTOXCHHE,
6moxupoBaHue, MOAU(MUKAIHIO JTHO0 KOMMPOBAaHKWE OXpaHAeMOl 3aKOHOM HH(OpMaluy,
HapylIeHne paboThl TOCYAapCTBEHHBIX HWHGOPMAIIMOHHBIX CHCTEM U pecypcoB, APM
ITOJIE30BaTels MOXeET OBITh oTKIIFOUeH 0T JIBC 110 BEIICHEHUS 0OCTOATENBCTB HAPYIICHHUS.

Hapymenue  TpeGoBanuii  3akoHOjaTenbcTBa  Poccuiickoit — @enepanuu
00 uHdopManyi, HHOOPMAIIMOHHBIX TEXHOJOTHUSIX U O 3aluTe MHPOpMAalWud BIEYET 3a
co0oif TUCHUIUTMHAPHYIO, TPaXJaHCKO-IIPaBOBYIO, aIMUHUCTPATUBHYIO WM YTOJIOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBHH € 3aKOHOAaTeNnbCcTBOM Poccutickor Deneparnum.



